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LIA work experience  /work placements


	
Part 1: Purpose test




	Is there a legitimate interest behind the processing?


	· Why do you want to process the data?
To enable the selection, performance management and financial reimbursement of students undertaking work experience and work placements within the police and crime commissioner’s office.
 
· What benefit do you expect to get from the processing?
Young people often bring fresh ideas and approaches. A younger perspective is valuable where services and expectations from services include a youthful customer base.

Staff can benefit from managing young people on work experience placements. A study by Corporate Citizenship found that staff who participated in partnerships with schools and colleges used this engagement to develop a wide range of skills, including communication, coaching and counselling, influencing and negotiation. Supervising and coaching young people on work experience also offers an excellent opportunity to develop management capabilities, especially for those who may not usually have these responsibilities or who are just starting out as managers.

· Do any third parties benefit from the processing?
It is important for businesses to offer work experience as a way to inspire young people and help them move from education to employment. 

· Are there any wider public benefits to the processing?
Our ability to offer work placements provides opportunity to members of our communities to get involved with our organisation, to make use of their skills for the benefit of the wider community.  

· How important are the benefits that you have identified?
The benefits are very important to communities because they influence the policing service provided to them. 

· What would the impact be if you couldn’t go ahead with the processing?
We would be unable to offer work experience and work placements.  

· Are you complying with any specific data protection rules that apply to your processing.
Yes, as described in our related privacy notice. 

· Are you complying with other relevant laws?
No, however the UK Government encourages and supports employers to prepare young people in education for the world of work by offering work placements.  

· Are you complying with industry guidelines or codes of practice?
Yes, where available.  There are national home office guidelines for work experience and work placements. 

· Are there any other ethical issues with the processing?
None identified. 




	
Part 2: Necessity test




	Is the processing necessary for the purpose you have identified.

	
· Will this processing actually help you achieve your purpose?
Yes. Our purpose will not be achievable without the processing that we have described in our privacy notice. 

· Is the processing proportionate to that purpose?
Yes 

· Can you achieve the same purpose without the processing?
No

· Can you achieve the same purpose by processing less data, or by processing the data in another more obvious or less intrusive way?
We are committed to ensuring that any processing we undertake with regards to the functions we seek to deliver will be as minimal as is required to deliver those functions.  




	Part 3: Balancing test



The impact on individuals’ interests and rights and freedoms and assessment of  whether this overrides our legitimate interests.

First, use the DPIA screening checklist. If you hit any of the triggers on that checklist you need to conduct a DPIA instead to assess risks in more detail.

	Nature of the personal data

	

	
· Is it special category data or criminal offence data?
In selecting people to fulfil these roles, we may process special category data in order to carry out background checks, for example criminal record checks. 
In monitoring diversity and equality in the application process, and within our organisation, we will collect and process special category data. 

· Is it data which people are likely to consider particularly ‘private’?
Yes.
· Are you processing children’s data or data relating to other vulnerable people?
Yes. 
· Is the data about people in their personal or professional capacity?
Personal 


	Reasonable expectations

	· Do you have an existing relationship with the individual? 
The relationship will commence when individuals apply to our organisation when interested in undertaking a work placement with us, and will develop during their time with us, if they are successful.  
· What’s the nature of the relationship and how have you used data in the past?
The relationship is one of student / work placement.  
· Did you collect the data directly from the individual? What did you tell them at the time?
Some data will be collected directly from individuals, and some from third parties as described in the privacy notice. Individuals are informed when we collect information from third parties. 
· If you obtained the data from a third party, what did they tell the individuals about reuse by third parties for other purposes and does this cover you?
Data collected from third parties will be from official organisations such as criminal record checks, educational establishments, and from personal references provided by individuals or organisations identified by  the individual. Individuals will be made aware of the information we will collect from third parties as detailed in the privacy notice, and in application documents. 
· How long ago did you collect the data? Are there any changes in technology or context since then that would affect expectations?
Data is collected at point of need and processed immediately, for example when individuals apply for work placement. We inform individuals what data we will be collecting when they apply. We also inform individuals how long their data is retained for and how it is stored. 
· Is your intended purpose and method widely understood?
This is detailed in the privacy notice. 
· Are you intending to do anything new or innovative?
No. 
· Do you have any evidence about expectations – eg from market research, focus groups or other forms of consultation?
No, however work placements are widely used and common functions within the UK. When applying for a role within a criminal justice agency, the expectation is that background checks will be undertaken to ensure suitability. 
· Are there any other factors in the particular circumstances that mean they would or would not expect the processing?
Not that we are aware of. 

	Likely impact

	· What are the possible impacts of the processing on people?
Positive impacts: Suitable applicants are offered work placements, and supported and reimbursed for their contribution, where appropriate / lawful. 
Negative impacts: Students who apply for a work placement but who are identified as unsuitable for the position through the processing of personal data relating to their suitability (for example criminal records checks) will not be selected for a placement. Ongoing processing relating to capability, performance and conduct could result in removal from a placement. 
  
· Will individuals lose any control over the use of their personal data?
Possibly – for example when we are required to share personal data with other agencies e.g. HMRC, however individuals will retain their rights under Data Protection legislation. 

· What is the likelihood and severity of any potential impact?
The likelihood and severity is considered low, because individuals approach us to get involved in these roles, and they are fully informed in advance of the processing requirements of special category personal data. 

· Are some people likely to object to the processing or find it intrusive?
Some people may object to the intended processing, some of which will be intrusive, however it is in the individual’s gift whether or not to proceed with their application, or in the placement with us.  

· Would you be happy to explain the processing to individuals?
Yes

· Can you adopt any safeguards to minimise the impact?
We have produced information for applicants that describes the application process and subsequent management processes relating to work placements so that individuals are fully informed with regards to the collection of and processing of their personal data in connection with them. 

	
Can you offer individuals an opt-out? 

	
Yes / No



	Making the decision



This is where you use your answers to Parts 1, 2 and 3 to decide whether or not you can apply the legitimate interests basis.

	 
Can you rely on legitimate interests for this processing? 

	
Yes / No

	
Do you have any comments to justify your answer? (optional)

Whilst we are a public authority for the purposes of Data Protection, whereby the processing of personal data typically falls under the ‘public  task’ legal basis for processing personal data, the processing of personal data to offer work experience and placements is considered to be applicable to the legitimate interest legal basis under GDPR. This is because engaging students of good conduct in work experience and work placement activities enables us to fulfil our public task of delivering transparent, efficient and effective policing and criminal justices services, but is not a public task in itself. 

The legitimate interests relating to this processing are those of our organisation, of third parties, and of wider societal benefits. We consider these benefits are compelling because of the impact that they have for preparing young people for work, and on the policing and criminal justice services delivered to our communities.  The intended processing is considered to be reasonably expected by the individuals affected, and is considered to have minimal privacy impact.  Where there is an impact on individuals (for example processing identifies an applicant as unsuitable for a work placement) the compelling benefit to the processing and the impact is justified on balance because of the wider interests of individuals and communities who benefit from the outputs of these placements.  It would not be in the public interest to select inappropriately suited individuals in these roles.  



	LIA completed by
	Eleanor Tanner

	Date 
	20/12/2022



What’s next?

Keep a record of this LIA, and keep it under review.

Do a DPIA if necessary.

Include details of your purposes and lawful basis for processing in your privacy information, including an outline of your legitimate interests. 
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