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PRIVACY NOTICE – HR, HEALTH, SAFETY AND WELLBEING

The Devon and Cornwall Police and Crime Commissioner is committed to protecting your personal information. As an employer we must meet our contractual, statutory and administrative obligations. We are committed to ensuring that the personal data of our employees is handled in accordance with Data Protection legislation. 

This Privacy Notice contains important information about what personal details we collect, receive or hold, what we do with that information; who we may share it with and why; and your choices and rights when it comes to the personal information you have given to us. 

This privacy notice relates to personal information collected, received or held during your appointment with us, in accordance with data protection law, including the UK General Data Protection Regulation (UK GDPR).  

This notice applies to current and former employees, agency staff, contractors, and secondees however the information we will process about you will vary depending on your specific role and personal circumstances.

We may need to make changes to our Privacy Notice, so please check our website for updates from time to time. If there are important changes such as changes to where your personal data will be processed, we will contact you to let you know 

This version of our Privacy Policy was last updated on 16 November 2022. 

Who are we? 

This Privacy Notice is provided to you by the Police and Crime Commissioner for Devon and Cornwall, who is the “data controller”. This means that we are responsible for deciding how we hold and use personal information about you. We are required under data protection legislation to notify you of the information contained in this privacy notice. 

If you wish to contact us, please write to: 

The Data Protection Officer 
The Office of the Police and Crime Commissioner for Devon, Cornwall and the Isles of Scilly 
Alderson Drive,
Exeter,
EX2 7RP. 
Phone 01392 225555
Email opcc@dc-pcc.gov.uk

Your personal data – what is it? 

“Personal data” means any information relating to an identified or identifiable living individual.
“Identifiable living individual” means a living individual who can be identified, directly or indirectly, in particular by reference to—
(a) an identifier such as a name, an identification number, location data or an online identifier, or
(b) one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of the individual.

Personal data that has been pseudonymised may also be defined as personal data, depending on how difficult it is to attribute the pseudonym to a particular individual.
The processing of personal data is governed by legislation which applies in the United Kingdom, and includes the General Data Protection Regulation (the UK GDPR), the Data Protection Act 2018, the Police and Criminal Justice Directive (the “Law Enforcement Directive”) and other legislation relating to personal data and rights such as the Human Rights Act. 
The UK Data Protection Act 2018 has a number of purposes:
· it sets out how the UK will apply the derogations available under the UK GDPR
· it brings the Law Enforcement Directive into UK law
· it updates the laws governing the processing of personal data by the intelligence services
· it aims to ensure that the UK is able to freely exchange data with the European Union post-Brexit
· it repeals the Data Protection Act 1998.
‘Processing’ – what it means 

“Processing" means any operation or set of operations performed upon personal data, whether or not by automatic means, such as collection, recording, organisation, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment or combination, blocking, erasure or destruction.

Data protection principles 

We will comply with data protection law. This says that the personal information we hold about you must be: 

1. Used lawfully, fairly and in a transparent way. 
2. Collected only for valid purposes that we have clearly explained to you and not used in any way that is incompatible with those purposes. 
3. Relevant to the purposes we have told you about and limited only to those purposes. 
4. Accurate and kept up to date. 
5. Kept only as long as necessary for the purposes we have told you about. 
6. Kept securely. 

The source of personal data 

We collect personal data through the application and selection process and in the course of activities undertaken throughout the period of your time working for / with us. 

We get information about you from the following sources: 

· Directly from you. 
· From an employment agency. 
· From your employer if you are a secondee. 
· From referees, either external or internal
· From security clearance providers, for example the Disclosure Barring Service (DBS), National Security Vetting Service, Police checking service 
· Other Government departments
· From occupational health and other health providers. 
· From Pension administrators and other government departments, for example tax details from HMRC. 
· From your Trade Union. 
· From providers of staff benefits. 
· CCTV images taken using our own CCTV systems. 

The data we may process about you 

Personal data that we collect and process will include:
· your name, address and contact details, including email address and telephone number; 

· your date of birth and gender; 

· your signature on appointment documents, for example employment contract.

· details of your qualifications, skills, experience, and employment history; 

· records of any training that you undertake whilst you are in your role with us; 

· information about your remuneration, National Insurance number and contributions, tax codes, gross and net pay, deductions from pay arising from court orders and child maintenance orders, student loans etc, pension deductions (with LGPS membership administered by Devon County Council Pensions Department), expense claims etc.  

· details of your bank account  including account name, sort code and account number;

· information about your marital status, next of kin, dependants and emergency contacts;

· information about your nationality and entitlement to work in the UK;

· information about your criminal record, and also details about people that are related to you or you associate closely with, in order to carry out background suitability checks (which is shared with and processed by Devon and Cornwall Police Vetting department); 
 
· details of your work schedule (days of work and working hours), work location and attendance records;

· details of periods of leave taken, including holiday, sickness absence, family leave, sabbaticals etc, and the reasons for the leave;

· details of any secondary employment, political declarations, conflict of interest declarations or gift declarations. 

· Security clearance details including basic checks, and higher security clearance details according to your role. 

· details of any complaints, disciplinary or grievance procedures in which you have  been involved, including any warnings issued to you and related correspondence, and any Employment Tribunals or other civil actions casework relating to you;

· assessments of your performance, including performance reviews and ratings, performance improvement plans and related correspondence;

· information about medical or health conditions, for example whether or not you have a disability for which you require a reasonable adjustment, desk audits, access needs, sickness records, occupational health referrals and reports. (Occupational health records are created and held by Devon and Cornwall Police Occupational Health department). 

· information about accidents at work,  including accident reports, employers liability claims, records relating to the Reporting of Injuries, Diseases and Dangerous Occurrences Regulations and the Control of Substances Hazardous to Health Regulations;

· equal opportunities and diversity monitoring information, including information about your gender, ethnic origin, sexual orientation, health and religion or belief. 

· Content featuring you for use on our website, or social media such as videos, authored articles, blog posts and speech transcripts. 

· Photos and CCTV images. 

· Records of use of information and communication systems, and other security monitoring.

· Staff consultation records (e.g. workforce satisfaction surveys)

· Any other personal information relating to any day-to-day Human Resources (HR) / personnel matters for the purposes of employment. 


Why we process personal data 

We process your personal data for the following purposes:  

Information related to your employment

We use the following information to carry out the contract we have with you, provide you with access to business services required for your role and manage our human resources processes. 

· Making a decision about your appointment. 
· Determining the terms on which you work for us. 
· Checking you are legally entitled to work in the UK.
· Carrying out criminal records checks and other security checks to provide you with the security clearance appropriate for your role. 
· Entering into an employment contract with you and maintaining accurate and up to date employment records, including contractual and statutory rights. 
· Providing references on request for current or former employees; 
· Making arrangements for the termination of your employment contract with us through resignation, retirement, redundancy, capability etc.  
Salary, pension and loans
We process this information for the payment of your salary, pension and other employment related benefits. We also process it for the administration of statutory and contractual leave entitlements such as holiday or maternity leave
· Paying you, reimbursing your expenses, deducting tax and National Insurance contributions, deducting student loans and any other salary sacrifice schemes, administering benefits, pension and insurance entitlements. 
· Managing absence to ensure that employees are receiving the pay or other benefits to which they are entitled, and to enable us to effectively manage our workforce. 

· Managing other types of leave (including maternity, paternity, adoption, parental and shared parental leave), to allow effective workforce management, to ensure that we comply with duties in relation to leave entitlement, and to ensure that employees are receiving the pay or other benefits to which they are entitled; 

· Paying trade union, sports association and any other subscriptions through salary contributions.

Performance and training
We use this information to assess your performance, to conduct pay and grading reviews and to deal with any employer / employee related disputes. We also use it to meet the training and development needs required for your role.
· Conducting probation reviews, performance reviews, managing performance and determining performance requirements. 
· Assessing qualifications for a particular task, or promotion.  
· Gathering evidence and any other steps relating to possible capability, performance, conduct, disciplinary and grievance matters.  
· Education, training and development requirements and provision, career development, succession planning and workforce management.  
· Dealing with legal disputes involving you, or other employees, workers and contractors, including accidents at work. 
· Making decisions about your continued employment with us. 


Health, wellbeing and other special category information
· Managing your wellbeing at work, to meet our obligations under health and safety law and to ensure that employees are receiving the pay or other benefits to which they are entitled.  
· Recording, reporting and monitoring accidents at work to enable us to meet our health and safety obligations.

Monitoring 

We use this information to assess compliance with corporate policies and procedures and to ensure the security of our premises, IT systems and employees.

· Monitoring business and personal use of information and communication systems to ensure compliance with data protection, computer misuse and other related legislation or organisational policies and to ensure network and information security, including preventing malicious software distribution
· Conducting data analytics studies to review and better understand employee retention and attrition rates. 
· Prevention of fraud. 
· We collect and process special category personal data from you to comply with our obligations to monitor equality and diversity in our recruitment processes, and in our organisation. We pseudonomise this information before we process it.   
· Security monitoring (for example CCTV images of premises)
· Conducting employee engagement surveys.
 
Other
· To respond to and defend against legal claims; 

· To process whistleblowing concerns raised by you, or to which you may be a party or witness. 

· To comply with requirements set out in legislation. 

What is the legal basis for processing your personal data? 

We will process personal data only when there is a legal basis by which to do so. 

Where we would wish to process your personal data and there is not a legal basis by which to do so, we will contact you and ask you to provide consent prior to taking any further action. 

Further information in relation to the use of consent can be found here.

We will process your personal information in the following circumstances: 

· Where it is necessary for a contract we have entered into with you, or because you have asked us to take specific steps before entering into a contract.

· In the exercise of our official authority, where it is necessary for us to perform a specific task in the public interest that is set out in law (public task);

· Where it is necessary for us to comply with a legal obligation;

· Where the processing is necessary for the purposes of our legitimate interests or those of a third party (except where such interests are overridden by your interests or fundamental rights and freedoms which require protection of personal data);

· Where you have freely provided your specific, informed and unambiguous consent for particular purposes;

We may also process your personal information in the following situations, which will hopefully be rare:

· Where we need to protect your interests (or someone else's interests), such as in a medical emergency.

Legitimate interest 

When we rely on legitimate interest to process your personal data, we are required to demonstrate that we have fully considered your rights and interests in the processing of your data, and that we have balanced your interests with ours. The associated legitimate interest assessment that we have undertaken can be located here.

How we use particularly sensitive personal information and criminal offence data

Particularly sensitive personal information (special category data) requires higher levels of protection. We need to have further justification for collecting, storing and using this type of personal information. 

Special category data is personal data that reveals: 
· Racial or ethnic origin;
· Political opinions;
· Religious or philosophical beliefs;
· Trade union membership;
· Genetic data;
· Biometric data for the purpose of uniquely identifying a natural person;
· Data concerning health; or
· Data concerning a natural person’s sex life or sexual orientation.
Criminal offence data relates to information about criminal convictions and offences or related security measures and includes personal data relating to the alleged commission of offences or proceedings for an offence committed or alleged to have been committed, including sentencing. 
Where the information we process is special category data, the additional bases for processing that we rely on are:
· Article 9(2)(a) – the data subject has given their explicit consent to the processing of the personal data for one or more specified purposes;
In circumstances where we seek consent, we make sure that the consent is unambiguous and for one or more specified purposes, is given by an affirmative action and is recorded as the condition for processing.
Examples of our processing include dietary requirements when attending events.
· Article 9(2)(b) – where processing is necessary for the purposes of performing or exercising obligations or rights which are imposed or conferred by law on us or the data subject in connection with employment, social security or social protection.
Examples of our processing include sickness absences, political activity declarations, and reasonable adjustments.
· Article 9(2)(c) – where processing is necessary to protect the vital interests of the data subject or of another natural person.
An example of our processing would be using health information about a member of staff in a medical emergency.  
· Article 9(2) (e) – the data subject has already made the personal data public. 

Where the data subject has themselves put their personal data into the public domain, for example, on their own social media account.

The further legal bases on which we may rely for the processing of criminal offence data are as in the Data Protection Act 2018, Schedule 1, parts 1, 2 and 3: 

· Article 9(2)(g) - reasons of substantial public interest.
Our processing of personal data in this context is for the purposes of substantial public interest and is necessary for the carrying out of our role. 
· Equality of opportunity or treatment.
An example is where we collect and process special category data of applicants for roles to ensure that our recruitment processes are attracting candidates from diverse communities, and providing equality of access.  
· Article 9(2)(f) – for the establishment, exercise or defense of legal claims.
Examples of our processing include processing relating to an employment tribunal or other litigation.
We process criminal offence data under Article 10 of the UK GDPR and the following conditions in Schedule 1, part 1 of the Data Protection Act 2018. 
Part 1 conditions 
· Employment, social security and social protection
An example is when we process criminal offence data when carrying out pre-employment suitability checks and declarations made by employees in line with obligations placed upon their role.
Further information about our processing of special category and criminal offence data can be found in our Appropriate Policy Document here. 
If you fail to provide personal information 
If you fail to provide certain information when requested, we may be prevented from complying with our legal obligations (such as to ensure the health and safety of our volunteers, or to reimburse out of pocket expenses) and we may not be able to process your application to volunteer with us or offer you certain volunteering opportunities. 

Your right to object to processing 

You have a right to object to us processing your personal data where we are processing your personal data under the following legal bases: 

· legitimate interests
· the performance of a task in the public interest/exercise of official authority (including profiling)
· processing for purposes of scientific/historical research and statistics

Any objection should be on “grounds relating to your particular situation”.

Where we are processing your personal data based on legitimate interests or the performance of a task in the public interest/exercise of official authority or for purposes of scientific/historical research and statistics we will stop processing the personal data unless we can demonstrate compelling legitimate grounds for the processing, which we believe override your interests, rights and freedoms, or if the processing is for the establishment, exercise or defence of legal claims

You also have the right to object to any processing undertaken for the purposes of direct marketing (including profiling). We will stop processing for direct marketing as soon as we receive an objection. There are no exemptions or grounds to refuse.

The Commissioner will comply with data protection law. This says that the personal data we hold about you must be: 

• Used lawfully, fairly and in a transparent way. 
• Collected only for valid purposes that we have clearly explained to you and not used in any way that is incompatible with those purposes. 
• Relevant to the purposes we have told you about and limited only to those purposes. 
• Accurate and kept up to date. 
• Kept only as long as necessary for the purposes we have told you about. 
• Kept and destroyed securely including ensuring that appropriate technical and security measures are in place to protect your personal data to protect personal data from loss, misuse, unauthorised access and disclosure. 

Sharing your personal data 

There are occasions were we may be required to share your information with other organisations in order to select, appoint and manage people in roles within the office of the police and crime commissioner.

For example, your personal data will be shared with personnel within Devon and Cornwall Police vetting, HR, payroll, training, procurement, occupational health, health and safety and IT departments, and may be shared with other police departments as required, but only where access to the data is necessary for the performance of their roles in the selection, appointment and management of people in roles within the office of the police and crime commissioner, or for the purposes of the role that you hold, or for any legal obligation placed upon us to share your information.   You can access Devon and Cornwall Police’s privacy notices here. 
We share your data with third parties in order to obtain pre-employment references, for example from current or past employers, voluntary organisations, education providers etc that you have been involved with.
In some circumstances, such as under a court order, we are legally obliged to share information. We may also share information about you with third parties including government agencies and external auditors. For example, we may share information about you with HMRC for the purpose of collecting tax and national insurance contributions

Where we do share your personal information, we will share the minimum amount of information possible in order to fulfil the purpose, and only when there is a legal basis on which to share your information.  Where we don’t have a legal basis to share your information, we will seek your consent before sharing. 

We may engage the services of commercial companies to process and / or store and manage your information on our behalf. Where we have these arrangements, there is always a contract and / or Data Processing Agreement, memorandum of understanding or information sharing agreement in place to ensure that the requirements of the UK GDPR and Data Protection Act on handling personal information are met. 

Your personal data will be stored and processed on computer servers manged by Devon and Cornwall Police.  It may also be processed and stored in hard copy.  

There may be roles where the sharing of contact information is essential in order for you to carry out that role effectively. 

We will not transfer your data to countries outside the European Economic Area.

How long do we keep your personal data? 

Personal Data is kept in kept in line with our retention policy. 

How do we keep your data secure?

We are committed to ensuring that your personal data is safe. In order to prevent unauthorised access or disclosure, we have put in place physical, electronic and managerial procedures to safeguard and secure the information that we hold about you. These include: 

• Secure work areas 
• Information security and Data Protection awareness for our staff 
• Access controls on all systems (including third party systems) 
• Testing, assessing and evaluating the effectiveness of technical security controls (internal and externally used systems).

Automated decision making 

The data that we collect in connection with roles within the Office of the PCC will not be subject to automated decision making or profiling, however some decisions, for example whether to implement attendance management processes, are based on automated absence management reporting systems. 

Your rights and your personal data 

You have the following rights in relation to your personal data: 

• Right to be informed 
• Right to Access 
• Right to Request Rectification 
• Right to Erasure 
• Right to Restrict Processing 
• Right to Data Portability 
• Right to Object 
• Rights Relating to Automated Decision Making 

Further information about these rights and how you can exercise them can be found here.

Your right to withdraw consent 

Where we process your personal data through consent, you have the right to withdraw that consent at any time. 

Further processing 

If we wish to use your personal data for a new purpose, not covered by this Privacy Notice, then we will provide you with a new notice explaining this new use prior to commencing the processing and setting out the relevant purposes and processing conditions. Where and whenever necessary, we will seek your prior consent to the new processing. 

Changes to this notice 
We keep this Privacy Notice under regular review and we will place any updates on our website.

What if I am not satisfied 

You have the right to complain to the Information Commissioner.

The Information Commissioner is the UK’s independent regulator responsible for upholding and enforcing the rights of individuals under data protection law.  

You can contact the information commissioner at:

https://ico.org.uk/concerns/ 

Or in writing to:

Information Commissioner's Office
Wycliffe House
Water Lane
Wilmslow
Cheshire
SK9 5AF
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Full information about your rights is also available on the ICO’s website: 

https://ico.org.uk/
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