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PRIVACY NOTICE - GENERIC
The Devon and Cornwall Police and Crime Commissioner is committed to protecting your personal information. 

This Privacy Notice contains important information about what personal details we collect, receive or hold, what we do with that information; who we may share it with and why; and your choices and rights when it comes to the personal information you have given to us. 

We may need to make changes to our Privacy Notice, so please check our website for updates from time to time. If there are important changes such as changes to where your personal data will be processed, we will contact you to let you know 

This version of our Privacy Policy was last updated on 16 November 2022. 

Who are we? 

This Privacy Notice is provided to you by the Police and Crime Commissioner for Devon and Cornwall, who is the data controller. 
If you wish to contact us, please write to: 

The Data Protection Officer 

The Office of the Police and Crime Commissioner for Devon, Cornwall and the Isles of Scilly 

Alderson Drive,
Exeter,
EX2 7RP. 

Phone 01392 225555

Email opcc@dc-pcc.gov.uk
Your personal data – what is it? 

“Personal data” means any information relating to an identified or identifiable living individual.

“Identifiable living individual” means a living individual who can be identified, directly or indirectly, in particular by reference to—

(a) an identifier such as a name, an identification number, location data or an online identifier, or

(b) one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of the individual.

Personal data that has been pseudonymised may also be defined as personal data, depending on how difficult it is to attribute the pseudonym to a particular individual.

The processing of personal data is governed by legislation which applies in the United Kingdom, and includes the UK General Data Protection Regulation (the UK GDPR), the Data Protection Act 2018, the Police and Criminal Justice Directive (the “Law Enforcement Directive”) and other legislation relating to personal data and rights such as the Human Rights Act. 
The UK Data Protection Act 2018 has a number of purposes:

· it sets out how the UK will apply the derogations available under the UK GDPR

· it brings the Law Enforcement Directive into UK law

· it updates the laws governing the processing of personal data by the intelligence services

· it aims to ensure that the UK is able to freely exchange data with the European Union post-Brexit

· it repeals the Data Protection Act 1998.

‘Processing’ – what it means 

Processing" means any operation or set of operations performed upon personal data, whether or not by automatic means, such as collection, recording, organisation, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment or combination, blocking, erasure or destruction.

The data we may process about you
The type of personal information we process will vary depending upon the reason you have had contact with us but it may include your name and address, email and telephone number, photographs / visual images, personal appearance and behaviour; family, lifestyle and social circumstances; education and training details; employment details; financial details; goods or services provided; racial or ethnic origin; gender, political and other opinions; religious or other beliefs of a similar nature; trade union membership; physical or mental health or condition; sexual life; offences and alleged offences; criminal proceedings, outcomes and sentences; cautions; physical identifiers; references to manual records or files; information relating to safety and health; complaint, incident, civil litigation and accident details.

We will use the minimum amount of personal information necessary to fulfil a particular purpose. 

The source of personal data 

We may obtain personal information from a wide variety of sources, including: contact and correspondence, public consultations and engagement, Devon and Cornwall Police and other police forces, other Police and Crime Commissioners; central government, governmental agencies and departments; victims; current, past or prospective employers; healthcare, social and welfare advisers or practitioners; education, training establishments and examining bodies; business associates and other professional advisors; employees, officers and agents of the OPCC; suppliers, providers of goods or services; persons making an enquiry or complaint; financial organisations and advisors; credit reference agencies; survey and research organisations; trade unions, staff associations and professional bodies; local government and local government agencies; charitable organisations; Ombudsmen and regulatory authorities; the media; data processors working on behalf of the OPCC; HM Revenue and Customs; legal representatives; solicitors; partner agencies involved in criminal justice; private sector organisations; voluntary sector organisations; approved organisations and people working with the police; Independent Office for Police Conduct; auditors; website usage (cookies).

What is the legal basis for processing your personal data? 
The Police and Crime Commissioner has a statutory duty to ensure the provision of an effective and efficient police service on behalf of the communities of Devon, Cornwall and the Isles of Scilly. 
Other statutory duties which may require processing of personal data include: 
Public consultation and engagement, collaboration and working in partnership, scrutiny of police functions, performance analysis, oversight of complaints and police conduct, scrutiny of police custody (ICV scheme and volunteers), commissioning, victim care, restorative justice and criminal justice transformation, safeguarding, reducing adult re-offending, reducing crime and disorder, human rights and equalities, freedom of information and data protection rights, health and safety, pensions, governance, human resource management, contracts and tenders, audit.
In order for us to fulfil our statutory duties, it may be necessary for us to process your personal information.  

The lawful bases under which we process personal data will depend on the purpose of the processing, and we will provide this information in our specific privacy notices, and / or by request.  

We will process personal data only when there is a legal basis by which to do so. 

Where we would wish to process your personal data and there is not a legal basis by which to do so, we will contact you and ask you to provide consent prior to taking any further action. 

Further information in relation to the use of consent can be found here 
Your right to object to processing 

You have a right to object to us processing your personal data where we are processing your personal data under the following legal bases: 

· legitimate interests
· the performance of a task in the public interest/exercise of official authority (including profiling)
· processing for purposes of scientific/historical research and statistics
Any objection should be on “grounds relating to your particular situation”.
Where we are processing your personal data based on legitimate interests or the performance of a task in the public interest/exercise of official authority or for purposes of scientific/historical research and statistics we will stop processing the personal data unless we can demonstrate compelling legitimate grounds for the processing, which we believe override your interests, rights and freedoms, or if the processing is for the establishment, exercise or defence of legal claims
You also have the right to object to any processing undertaken for the purposes of direct marketing (including profiling). We will stop processing for direct marketing as soon as we receive an objection. There are no exemptions or grounds to refuse.

The Commissioner will comply with data protection law. This says that the personal data we hold about you must be: 
• Used lawfully, fairly and in a transparent way. 

• Collected only for valid purposes that we have clearly explained to you and not used in any way that is incompatible with those purposes. 

• Relevant to the purposes we have told you about and limited only to those purposes. 

• Accurate and kept up to date. 

• Kept only as long as necessary for the purposes we have told you about. 

• Kept and destroyed securely including ensuring that appropriate technical and security measures are in place to protect your personal data to protect personal data from loss, misuse, unauthorised access and disclosure. 

Sharing your personal data 
There are occasions were we may be required to share your information with other organisations.  Where we do share your personal information, we will share the minimum amount of information possible in order to fulfil the purpose, and where we don’t have a legal basis to share your information, we will seek your consent before sharing. 

We may engage the services of commercial companies to process, and / or store and manage your information on our behalf. Where we have these arrangements, there is always a contract and / or Data Processing Agreement, memorandum of understanding or information sharing agreement in place to ensure that the requirements of the UK GDPR and Data Protection Act on handling personal information are met. 
We may also disclose personal information to other bodies or individuals when required to do so by, or under, any act of legislation, by any rule of law, and by court order. This may include:

· Serious Fraud Office;

· Child Maintenance Service;

· National Fraud Initiative;

· Home Office;

· Courts;

· General Medical Council;

· Nursing and Midwifery Council.

We may also disclose personal information on a discretionary basis for the purpose of, and in connection with, any legal proceedings or for obtaining legal advice.

Disclosures of personal information are made on a case-by-case basis, using the personal information appropriate to a specific purpose and circumstances, and with necessary controls in place.

How long do we keep your personal data? 
Personal Data is kept in kept in line with our retention policy. 
How do we keep your data secure ?

We are committed to ensuring that your personal data is safe. In order to prevent unauthorised access or disclosure, we have put in place physical, electronic and managerial procedures to safeguard and secure the information that we hold about you. These include: 
• Secure work areas 

• Information security and Data Protection awareness for our staff 
• Access controls on all systems (including third party systems) 

• Testing, assessing and evaluating the effectiveness of technical security controls (internal and externally used systems).

Your rights and your personal data 
You have the following rights in relation to your personal data: 

• Right to be informed 

• Right to Access 

• Right to Request Rectification 

• Right to Erasure 

• Right to Restrict Processing 

• Right to Data Portability 

• Right to Object 

• Rights Relating to Automated Decision Making 

Further information about these rights and how you can exercise them can be found here.

Your right to withdraw consent 

Where we process your personal data through consent, you have the right to withdraw that consent at any time. 

Further processing 
If we wish to use your personal data for a new purpose, then we will provide you with a new notice explaining this new use prior to commencing the processing and setting out the relevant purposes and processing conditions. Where and whenever necessary, we will seek your prior consent to the new processing. 
Changes to this notice 
We keep this Privacy Notice under regular review and we will place any updates on our website.
What if I am not satisfied 

You have the right to complain to the Information Commissioner.

The Information Commissioner is the UK’s independent regulator responsible for upholding and enforcing the rights of individuals under data protection law.  

You can contact the information commissioner at:
https://ico.org.uk/concerns/ 

Or in writing to:

Information Commissioner's Office

Wycliffe House

Water Lane

Wilmslow

Cheshire

SK9 5AF
Or by telephone at: 0303 123 1113 

Full information about your rights is also available on the ICO’s website: 
https://ico.org.uk/
