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PRIVACY NOTICE – COMMUNITY CONTACT AND CORRESPONDENCE

The Devon and Cornwall Police and Crime Commissioner is committed to protecting your personal information. 

This Privacy Notice contains important information about what personal details we collect, receive or hold, what we do with that information; who we may share it with and why; and your choices and rights when it comes to the personal information you have given to us. 

We may need to make changes to our Privacy Notice, so please check our website for updates from time to time. If there are important changes such as changes to where your personal data will be processed, we will contact you to let you know 

This version of our Privacy Policy was last updated on 16 November 2022. 

Who are we? 

This Privacy Notice is provided to you by the Police and Crime Commissioner for Devon and Cornwall, who is the data controller. 

If you wish to contact us, please write to: 

The Data Protection Officer 
The Office of the Police and Crime Commissioner for Devon, Cornwall and the Isles of Scilly 
Alderson Drive,
Exeter,
EX2 7RP. 
Phone 01392 225555
Email opcc@dc-pcc.gov.uk

Your personal data – what is it? 

“Personal data” means any information relating to an identified or identifiable living individual.
“Identifiable living individual” means a living individual who can be identified, directly or indirectly, in particular by reference to—
(a) an identifier such as a name, an identification number, location data or an online identifier, or
(b) one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of the individual.

Personal data that has been pseudonymised may also be defined as personal data, depending on how difficult it is to attribute the pseudonym to a particular individual.
The processing of personal data is governed by legislation which applies in the United Kingdom, and includes the UK General Data Protection Regulation (the UK GDPR), the Data Protection Act 2018, the Police and Criminal Justice Directive (the “Law Enforcement Directive”) and other legislation relating to personal data and rights such as the Human Rights Act. 
The UK Data Protection Act 2018 has a number of purposes:
· it sets out how the UK will apply the derogations available under the UK GDPR
· it brings the Law Enforcement Directive into UK law
· it updates the laws governing the processing of personal data by the intelligence services
· it aims to ensure that the UK is able to freely exchange data with the European Union post-Brexit
· it repeals the Data Protection Act 1998.
‘Processing’ – what it means 

Processing" means any operation or set of operations performed upon personal data, whether or not by automatic means, such as collection, recording, organisation, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment or combination, blocking, erasure or destruction.

The data we may process about you when responding to your enquiries and concerns

In order to respond your enquiry or concern, personal data that we process may include the following: 
· Name
· Contact details (address, email, telephone)
· Offences and alleged offences
· Criminal proceedings, outcomes and sentences
· Racial and ethnic origin
· Religious or similar beliefs
· Physical or mental health or condition
· education and employment details
· financial details
· family details
· lifestyle and social circumstances
· visual images, personal appearance and behaviour
The source of personal data 

When you write to us, email us, complete our contact, complaint or appeal forms on our website, message us via Social Media, or speak to us directly, for example on the telephone or at a community event, you provide us with information about yourself.  

In order to respond to your enquiry or concern, we may seek additional information about you, for example information that may be held on Police systems if your contact with us concerns a matter that is being dealt with by them. We may also seek information from others, for example your MP if you have contacted us with their help, the Courts Service, or your local Community Safety Partnership.  We will typically seek information from others where we believe that information they hold will help us to resolve your issue.  

What is the legal basis for processing your personal data? 

When you contact us with an enquiry or complaint, you provide us with personal data. The Police and Crime Commissioner will process that personal data to respond to and / or resolve your enquiry or complaint. 

Where your contact relates to a complaint against the Chief Constable, the Police and Crime Commissioner, or a member of OPCC staff, the legal basis on which we will rely to process your personal data is ‘Public Task’ under the UK GDPR.  This is because these functions are statutory functions of the Office of the Police and Crime Commissioner under the Police Reform Act 2002, and the Police Reform and Social Responsibility Act 2011. 
Public task is also the legal basis on which we will rely if your contact with us relates to any other statutory function of the Office of Police and Crime Commissioner, for example if your enquiry or concern relates to the efficiency and / or effectiveness of the police force, or requesting information under your access to information rights. 
However, where your contact relates to a complaint against a member of the Police Force, other than the Chief Constable, we are required to forward your complaint to the police force for them to handle under the Police Reform Act 2002 and we are  not required to seek your consent to do this, however we will inform you when we do this. This is because handling complaints against police personnel below the rank of Chief Constable is a statutory function of the police. Processing of your personal data in this case will include sharing your details with the Police Force in order to progress your complaint.  
In any case where your contact relates to a complaint where we are not the appropriate body to deal with it, we will forward your complaint to the appropriate body.  Where we consider that your consent is required in order to do this, we will write to you and ask you to provide it prior to taking any further action. 

Further information in relation to the use of consent can be found here 

Processing of special category or criminal conviction etc. data

We do not require you to provide us with special category or criminal conviction data when you contact us with a complaint, enquiry or other request. However, we want to make sure everyone has an equal chance to use and benefit from our services. To ensure we do this, we may ask that you consider providing special category data on equality monitoring forms that we provide you with. When we do provide you with an equality monitoring form, you do not have to answer the questions as it will not affect the way in which we handle your contact with us. Further information about equality monitoring and data can be found on our website here.

When you do provide us with this type of data, we are required to meet special conditions in order to process it, in addition to the lawful bases detailed above.  This is because this type of data is more sensitive and needs more protection. 

If the special category or criminal conviction etc. data you provide is relevant to your complaint, enquiry or other request and needs to be shared with the police in order for it to be progressed, the legal bases on which we may rely for the processing of special category data or criminal conviction etc data are:  

· you have given your explicit consent to the processing of the personal data for one or more specified purposes;
· the processing is necessary to protect your vital interests or the vital interests of another person where you are physically or legally incapable of giving consent;
· you have already made the personal data public. 

The further legal bases on which we may rely for the processing of criminal conviction etc. data are as in the Data Protection Act 2018, Schedule 1, parts 1, 2 and 3: 

· Elected representatives responding to requests
· Disclosure to elected representatives
· Preventing or detecting unlawful acts
· Protecting the public against dishonesty etc
· Regulatory requirements relating to unlawful acts and dishonesty etc. 
· Safeguarding of children and of individuals at risk
· Safeguarding of economic well-being of certain individuals
· Legal claims

When we rely on the above conditions for processing, we are required to have an appropriate policy document in place which sets out and explains our procedures for securing compliance with the data protection principles (Article 5 of the UK GDPR) and policies regarding the retention and erasure of the data. Our appropriate policy document can be found here.  

Your right to object to processing 

You have a right to object to us processing your personal data where we are processing your personal data under the following legal bases: 

· legitimate interests
· the performance of a task in the public interest/exercise of official authority (including profiling)
· processing for purposes of scientific/historical research and statistics

Any objection should be on “grounds relating to your particular situation”.

Where we are processing your personal data based on legitimate interests or the performance of a task in the public interest/exercise of official authority or for purposes of scientific/historical research and statistics we will stop processing the personal data unless we can demonstrate compelling legitimate grounds for the processing, which we believe override your interests, rights and freedoms, or if the processing is for the establishment, exercise or defence of legal claims

You also have the right to object to any processing undertaken for the purposes of direct marketing (including profiling). We will stop processing for direct marketing as soon as we receive an objection. There are no exemptions or grounds to refuse.

The Commissioner will comply with data protection law. This says that the personal data we hold about you must be: 

• Used lawfully, fairly and in a transparent way. 
• Collected only for valid purposes that we have clearly explained to you and not used in any way that is incompatible with those purposes. 
• Relevant to the purposes we have told you about and limited only to those purposes. 
• Accurate and kept up to date. 
• Kept only as long as necessary for the purposes we have told you about. 
• Kept and destroyed securely including ensuring that appropriate technical and security measures are in place to protect your personal data to protect personal data from loss, misuse, unauthorised access and disclosure. 

Sharing your personal data 

There are occasions were we may be required to share your information with other organisations in order to respond fully to your enquiry or concern.  Where we do share your personal information, we will share the minimum amount of information possible in order to progress your issue, and where we don’t have a legal basis to share your information, we will seek your consent before sharing. 

We may engage the services of commercial companies to process and / or store and manage your information on our behalf. Where we have these arrangements, there is always a contract and / or data processing agreement, memorandum of understanding or information sharing agreement in place to ensure that the requirements of the UK GDPR and Data Protection Act on handling personal information are met. 

When you contact us with an enquiry or concern, your personal data will be stored and managed within a cloud based performance management system managed by Ideagen, as well as in Devon and Cornwall Police computer servers.  Further information about Ideagen and their commitment to data protection can be found on their website: https://www.ideagen.com/gdpr-commitment/  

How long do we keep your personal data? 

Personal Data is kept in kept in line with our retention policy. Correspondence and complaint files are retained for 6 years after closure. 

How do we keep your data secure ?

We are committed to ensuring that your personal data is safe. In order to prevent unauthorised access or disclosure, we have put in place physical, electronic and managerial procedures to safeguard and secure the information that we hold about you. These include: 

• Secure work areas 
• Information security and Data Protection awareness for our staff 
• Access controls on all systems (including third party systems) 
• Testing, assessing and evaluating the effectiveness of technical security controls (internal and externally used systems).

Your rights and your personal data 
You have the following rights in relation to your personal data: 
• Right to be informed 
• Right to Access 
• Right to Request Rectification 
• Right to Erasure 
• Right to Restrict Processing 
• Right to Data Portability 
• Right to Object 
• Rights Relating to Automated Decision Making 

Further information about these rights and how you can exercise them can be found here.

Your right to withdraw consent 

Where we process your personal data through consent, you have the right to withdraw that consent at any time. 

Further processing 

If we wish to use your personal data for a new purpose, not covered by this Privacy Notice, then we will provide you with a new notice explaining this new use prior to commencing the processing and setting out the relevant purposes and processing conditions. Where and whenever necessary, we will seek your prior consent to the new processing. 

Changes to this notice 
We keep this Privacy Notice under regular review and we will place any updates on our website.

What if I am not satisfied 

You have the right to complain to the Information Commissioner.

The Information Commissioner is the UK’s independent regulator responsible for upholding and enforcing the rights of individuals under data protection law.  

You can contact the information commissioner at:

https://ico.org.uk/concerns/ 

Or in writing to:

Information Commissioner's Office
Wycliffe House
Water Lane
Wilmslow
Cheshire
SK9 5AF
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Full information about your rights is also available on the ICO’s website: 

https://ico.org.uk/
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